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1 Introduction

Nonlineardynamicalsystemsoften display complex behaior. In this lecturel shall review the
behaior of stodasticallyperturbeddynamicalkystemswhichis afield of its own. | shallusethis
asan opportunityto discussapplicationsto computerscience thoughapplicationsto statistical
physics,chemicalphysics,andelsavherein thesciencesrealsonumerous.

If adeterministicdynamicalsystemhasanattractor by definitionthe systemstateapproaches
the attractorin the long-timelimit. But if the systemis regularly subjectedo small stochastic
fluctuations(randomkicks, or noise)this approachwill only be approximate.In the long-time
limit the systemstatewill typically be specifiedby a probability distribution (a ‘noisy attractor’)
centeredn the attractorproper In thelimit asthe noisestrengthtendsto zero, this distribution
will corvergeto theattractor

Evenif the systemhasa single globally stablepoint asits only attractoy one can posean
interestingquestion: What is the probability, if the noisestrengthis very small, of finding the
systemin a specifiedstatemacroscopicallydistantfrom the attractor? How long mustonewait
beforethis occurs?If the systemhasmorethana single stablestate,eachwith its own basinof
attraction,one cansimilarly askfor the timescaleon which transitionsbetweenthe two basins
occur Suchquestionsarereally questionsaboutthe characterof the extremetail of the noisy
attractoy and can be answeredonly by quantifying the probability of large fluctuationsof the
system.The mathematicafield dealingwith suchmattersis known aslarge deviation theory[4,
26].

In scientific applicationsone would usually like to know not only how frequently atypical
fluctuationsoccur but alsoalongwhich trajectorythe systemstatemovesduringtransitionsfrom
one stablestateto another It turnsout thatin moststochasticallyperturbeddynamicalsystems
asingletrajectoryin the systemstatespacepr at mosta discreteset,is singledout in the limit of
weaknoiseasby farthemostlik ely.
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Thisphenomenohaslongbeerknown to chemicalndstatisticalphysicistsputitsimportance
in otherfieldswhich make useof stochastianodelling,suchasecologyandevolutionarybiology;,
hasonly recentlybecomeclear[8, 20]. In chemicalphysicsthe mostlikely transitiontrajectory
is interpretedas a reactionpathway, sincechemicalreactionsare modelledas transitionsfrom
a metastablestateto a more stablestate[25]. But the mathematicahpproach shall sketchis
muchmoregeneralthedynamicalkystemcanbecontinuousor discrete andthe systemdynamics
neednot obey detailedbalance Someof the strongestesultson systemswithout detailedbalance
have only recentlybeenobtained[14, 15. The systemcaneven be distributed with nontrivial
spatialextent;thisincludesstochasticellularautomataandsystemspecifiedoy stochastipartial
differentialequationgatherthanstochastiordinarydifferentialequations.

Thequasi-deterministiphenomengoptimaltrajectoriesyvell-definedreactionpathways,etc)
which arisein stochasticallyperturbeddynamicalsystemsanbe viewed asemegent They are
determinedy the stochastiaynamicsbut in a rathercomplicatedvay, andthey manifestthem-
selesonly in theweak-noisdimit. Theirappearancan computerscienceapplicationds notwell
known; | hopethe two examplestreatedin this lecturewill correctthat. Attemptshave recently
beenmadeto interpretthebehaior of computersor interactingnetworksof computersin dynam-
ical systemtermsor even ecologicalterms[7]. But stochasticityis, | think, a crucial partof ary
suchinterpretation.

2 A Simple Stochastic Model: ALOHAnNet

As a first exampledravn from computerscience,considera stochastiomodel which attempts
to capturethe essentiafeaturesof a large numberof computerscommunicatingvith eachother
acrossa datanetwork, suchasan Ethernet.The modelwill beidealized,but it will betypical of
(“in the sameuniversalityclassas”) modelsin which a large numberof agentsshareoccasional
accesso asingleresource Heretheresourcewill bethe network bus: the ether which only one
computercanuseatatime.

You areno doubtfamiliar with suchapplicationprogramsast el net andf t p, whichallow a
userof onemachineto communicatevith another Behindthe sceneg“at alower protocollayer’
in telecommunicationgargon) theseprogramswork asfollows [24]. A connectiornbetweentwo
computersonsistof astreanof datapaclets,eachtypically containingoetweeri 0 and10? bytes.
(A datapacletis simply atrain of squarevaves.)An interactve login programliket el net nor
mally transmitsa paclet wheneer the userpresses key; the paclet containghetypedcharacter
Lessinteractve programdike f t p, which transferswholefiles, employ larger paclets. Thereis
a schemeknown as TCP/IP (TransmissiorControl Protocol/InterneProtocol)for specifyingthe
destinatiorof paclets,andfor keepingthetwo communicatinggomputersynchronizedThis last
taskmayinvolve thetransmissiorof additionalpaclets.

Let us supposehat a computeris making substantialiseof the network: several usersare
runningf t p simultaneouslyfor example.In sucha situationa statisticatreatments possible.In
the context of a particularstochastienodel,it is possibleto estimateaneannetwork usageandthe
probabilitythatdatapacletsaretransmittedsuccessfullyThatis whatl shallnow do.

A slightdigressions necessargntheissueof successfuransmissionEthernetpesidedeing
atradenameis amultiaccesprotocol:aschemdor sharingaccesso the cableconnectingwo or



morecomputersNormally whena computemwishesto transmita paclet, it doessoimmediately
It is possiblethereforefor two machinedo transmitcolliding paclets,in which casebothpaclets
arecorrupted:theinformationin bothis lost. The Ethernetprotocol(a CSMA/CD [Carrier Sense
Multiple Access/CollisiorDetect]protocol)embodiesa heuristicfor minimizing the probability
of collisions,i.e., of unsucessfuransmissions.

A descriptiorof theprotocolmaybefoundin thebookof BertsekasndGallagerf1]. Ongrounds
of simplicity | shall modela conceptuallysimilar but simpler protocol knowvn as ALOHAnNet.
ALOHAnNet wasoneof several Ethernetprecursorsgevelopedat the University of Hawaii during
the19705. Althoughit haslong sincebeensupersededt livesonin theform of atractablenathe-
maticalmodel. ThestochastiALOHAnet modelis adiscrete-timenodelor Markov chain,unlike
the continuous-timemodelswhich mustbe employed in the performanceanalysisof real-world
EthernetsThefollowing descriptions standardb, 9, 13, 19].

Supposehat N computersareattachedo the network; N will eventuallybetakento infinity,
yielding a continuumlimit which (if properscalingis imposed)canbe viewed asa weak-noise
limit. At eachintegertimej = 1,2, 3,... apaclet of dataoriginateswith probability p, on each
computernot currently blocked. Whenis a computerblocked? When a previously generated
paclet hasfailedto betransmittedsuccessfullyandthe pacletis awaiting retransmission.

Newly generateghacletsarealwaystransmittedmmediately but of coursethey may collide
with paclets transmittedby other computersat the sameintegertime. Suchcollisionsareim-
mediatelydetectedand eachof the transmittingcomputersentersa blocked state(if it wasnot
blocked already).While in the blocked state,at eachsubsequernintegertime a computemwill at-
temptaretransmissiowith probabilityp, . In otherwordseachof theblockedcomputerdacksoff
arandomamountof time, andtriesagainto transmitits paclet. Thebacloff time is geometrically
distributed,with parametep,. Thisrandombacloff policy facilitateshebreakingof thedeadlock:
if theblocked computersachbacledoff afixedamountof time, they would simply runinto each
otheragain.

This ALOHAnet model hasonly three parametersyp,, p;, and N. If y; is the numberof
computersblocked at time j, thenyy, ys,ys... is @ Markov chain on the discretestatespace
{0,1,2,..., N}. Letusanalysehis Markov chain.

At ary time j, the numberof retransmittedpacletsis binomially distributed, with parame-
tersp, andy;. Similarly, the numberof nevly generateqandtransmitted)pacletsis binomially
distributedwith parameterg, and N — y;. If X; and X, denotethesetwo randomvariablesthe
total numberof pacletstransmittecatintegertime j is X; + X, and

—1, if X():O,Xl =1,
SEyjH—yj:{Xo, if Xo+ X1 > 1, (1)
0, otherwise.

y; will decreasdy 1 if a previously unsuccessfullyransmittedpaclet (andonly that paclet) is
retransmittedlt will increasdy X, in theeventof acollision,andsoforth. From(1), it is easyto
work outthe densityof therandomvariableé¢ = Ay.

Sincewewishto construciacontinuumlarge-N limit we definethenormalizechetwork statez
atary timeto bey/N, thefractionof computerdhatarecurrentlyblocked. Necessarily) < z <
1. Besidesscalingthe statespacein this way, we scaletime by definingnormalizedtime ¢ to
equalj/N, sothatz, if viewed asa functionof ¢, jumpsatt = 1/N,2/N,... by a random



0.15 : : : :

0.1 ]

0.05; ]

-0.15 : : : :
0 0.2 0.4 0.6 0.8 1

Figurel: Theexpecteddrift velocity (¢(z)) of the stochasticALOHAnet model,asa function of
normalizednetwork statex. Model parameterareq, = 0.43 andg; = 5.0, asin Ref.[5].

quantity N—'£. Thedensityof therandomvariablet is specifiedoy the currentnormalizedstates;
we write £ asé(z) to malke this clear

To getanontrivial large-NV limit we needto scalethe probabilitiesp, andp, aswell; we take
po = qo/N andp; = ¢ /N, for someN-independeni, andg;. So gyz is the expectednumber
of newly generategaclets,andq; (1 — z) the expectednumberof retransmittecpaclets, at ary
specifiednormalizedime j/N. It is aneasyexerciseto verify thatin thelarge-N limit

(€(2)) = go(1 = 2) = [go(1 — ) + ] exp[—gqo(1 = #) — 17] )

is the expectedchangein the numberof blocked computersat ary specifiedtime j/N. The
formula (2) givesus an explicit expressiorfor (Az), the meanamountby which the normalized
statez changesat ary specifiedtime j/N; it is simply N=1(¢(z)). Soin the large-N limit the
dynamicsof our network modelarein expectationcompletelyspecifiedoy (2).

We cannow seehow the ALOHANnet modelcanbe viewed asa stochasticallyperturbeddy-
namicalsystem.In expectationthelarge-N ALOHAnet modellooksverylike a one-dimensional
dynamicalsystem

(t) = (€(x)). 3)

definedon the closedinterval [0, 1]. Suchanassociatedieterministicdynamicalsystemis called
a fluid approximationby network performanceanalysts. Although (as we shall see)it cannot
answerthe questionsaboutlarge fluctuationsin which we areinterestedthe fluid approximation
saysquite a bit aboutthe stability of the network. In Fig. 1, the drift field (¢(z)) is plottedas
a function of z, for ¢ = 0.43 and¢; = 5.0 (parametewaluesoriginally chosenby Gunther
andShaw [5]). It is clearthatfor this choiceof parametershe systemhastwo point attractors:
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Figure2: An impressionisticsketchof the parametespaceof the stochasticALOHANet model.
Within the horn-shapedegion the network is bistable;outsideit, monostableThetip of thehorn
is analogougo a statistical-mechanicakitical point.

xo ~ 0.150 andz; ~ 0.879. Eachhasits own basinof attraction,andin thefluid approximation
the network stateflows deterministicallyto one or the other The two attractorsareinterpreted
asfollows. Networks,in particularheavily loadednetworks,areproneto congestion andthe two
attractorsarerespectrely a low-congestioranda high-congestiostate.

The presencef morethana single attractoy for certainparametewalues,is an unfortunate
featureof the ALOHAnNet protocol. If attime zeroall computersbegin unblocled, with these
parameteraluesthe fraction of blocked computerswill swiftly riseto ~ 0.150. If on the other
handattime zerothecomputersll begin in theblockedstate thefractionwill decreaséo =~ 0.879
andno further In the latter casevery few pacletsare successfullytransmittedor retransmitted,
sincethe probability of morethana single computertransmittinga paclet is alwaysvery high.
(Sinceq; = 5.0, whenz = 1 about5 computerspn average attemptto retransmita pacletateach
time j/N.) The ALOHAnNet protocolmakesno provision for breakingthedeadlockoy sharingthe
network in a sequentiabr round-robinfashion:in the eventof extremecongestionthe computers
getin eachothers’'way.

Theappearancef morethanasinglepointattractors actuallyabit atypical;it will occuronly
for certainvaluesof the scaledparameters(SeeFig. 2.) The (¢, ¢:)-planeis dividedinto two
regions: a monostablgone-attractoryegion, anda bistable(two-attractor)region. The equilib-
rium blocking fractionis a single-\aluedfunction of (go, ¢1) in the formerregion, anda double-
valuedfunctionin the latter Nelson[18] hasshavn thatthis phenomenonwhich is so sugges-
tive of statistical-mechanicatitical behaior, generalizegsaturallyto multidimensionaparameter
spacesThe Ethernetprotocolmodifiesthe paclet retransmissioprobability eachtime anunsuc-



cessfulketransmissionccurssoamorerealisticALOHAnet modelwould bespecifiedby avector
(po, p1, P2, - - .) Of probabilitieswith py, & > 1, the probability of transmittinga paclet which has
failedto be successfullyransmittedexactly £ times. The correspondingnormalizedsystemstate
would beavector(z™®, z(?, . ..) of blockingfractions:z(*), £ > 1, would bethefractionof com-
puterswhich areblocked andwhich have failed to transmita storedpaclet exactly k£ times. The
analogueof Fig. 2 would be a multidimensionaphasediagram,someregionsin which would be
characterizethy the presencef multiple pointattractorsn the multidimensionahormalizedstate
space.

The precedingtreatmenthasbeenentirely in the contet of the deterministicfluid approxi-
mation. The network statedoesnot actuallyevolve deterministically exceptin expectation.The
expectedncrement Az) equalsV —*(¢(x)), but thestandardieviation of Az is alsoproportional
to N~!. Az equals(Az) plus Az — (Az), andthelatterterm canbe viewed asa stochastiper
turbationsuperimposedn the dynamicalsystem.Thesestochastigerturbationsvill broaderthe
pointattractordgnto noisyattractorsandoccasionallynducetransitionsbetweerthem.

Thesetransitionsare of considerablgracticalinterest,sincethey aresuddenchangesn net-
work congestion.A heavily loadednetwork cansuddenlyshift from a low-congestiorstateto a
high-congestiorstate,in which almostno pacletsare transmittedsuccessfully (This hasrather
drasticeffectson the computersattachedo the network!) But to modelsuchtransitions.a fully
stochastidreatmenis necessary

3 Wentzell-Freidlin Theory

The techniguesemployed to estimatethe transitiontime betweenmetastablestates,andin gen-
eralto estimatethe probability of unlikely eventsin the weak-noisdimit, go underthe nameof
Wentzell-Freidlintheory [26]. Wentzell-Freidlintheoryis simply the large deviation theory of
stochasticallyperturbeddynamicalsystems.Many resultsin this areaare dueto physicistsand
chemistd6, 23, 25], but WentzellandFreidlin werethefirst to put the subjecton a soundmathe-
maticalfooting[4, 27]. | shallsummarizeheir mainresults,andextensions.

Considera multidimensionatandomprocessk(t) similar to the normalizedALOHAnNet pro-
cessx(t) isassumedo jumpattimest = N1 2N 3N~! ... andthejumpmagnitudds N !
timesa randomvectorwhosedistribution depend®n the currentstatex. We write this random
vectorasé(x), SOAx = N7'¢(x). The N — oo limit will beaweak-noisdimit.

This randomprocessstrongly resembles diffusion processwith drift. In factthe expected
drift velocity at any pointx is u(x) = (£(x)), andthe diffusiontensoris N~ times D;;(x) =
Cov(&i(x),&;(x)), thecovariancematrix of thecomponent®f £(x). A continuous-timaliffusion
process(t) with theseparametersvould satisfythe stochastidifferentialequation

dsft) = () + 3 258w 0 @

wheredw (t) is white noise,and the tensoroc = (o;;) is relatedto the tensorD = (D;;) by
D = oot. But this continuous-timedif fusive approximation'to the underlyingjump processs
notespeciallyusefulfor our purposesthelargefluctuationsof thejump procesgurnoutto depend
crucially onthe highermomentsof £(x).



Supposéhatx, is anattractorfor the expecteddrift field u(x). Thenin expectationx(t) will
tendto flow toward x, if it beginsin the basinof attractionof x,. Thereafterx(¢) will tend
to wandernearx, for a long time. But statisticalfluctuationsof all magnitudeswill occur;the
stochastigperturbationsV—[£(x) — u(x)] will eventuallypushx outsideary specifiedregion U
surroundingx,. In otherwords,thenoisewill eventuallyovercomethedrift.

Sincethe effective diffusion coeficient decaysas N !, one expectsthat the time to exit ary
specifiedregion U grows (in expectation)exponentiallyin N. Thatis correct,and Wentzell-
Freidlin theoryprovidesa techniquefor computingthe asymptoticexponentialgrowth rate. This
will of coursedependon the choiceof U. In mostapplicationd/ is the entirebasinof attraction
of theattractorxg, thougha smallerregion couldbe chosen.

Thetechniques asfollows. Accordingto theorythe expectedexit time (¢..;;) hasweak-noise
asymptotics

(foxit) ~ exp(NSp), N — 0 (5)

where
S =i (x(t),x(t) t (6)

is aminimumactionfor exiting trajectories. Theinfimum s takenover all trajectoriesx(¢) which
begin atx, andterminateontheboundaryof U. Thetransittimeis left unspecifiedHere (x,x) is
aLagrangiarfunction,dualto a Hamiltonianor enegy functionconstructedrom the distribution
of £(x) by theformula

(x, )= (exp( ¢(x))) (7)
It is clearthatthehighermomentf £(x) enterinto thecomputatiorof thefunction . (x, )is
in factthe cumulantgeneratingunctionof therandomvariableé(x).

Thesudderappearancef a classicaHamiltonianandits dualLagrangians quiteremarkable.
They arenot meremathematicahuxiliaries.Thetrajectoryx (¢) minimizingtheaction(it usually
exists, andis unique)is interpretedasthe mostprobableexit path (MPEP)in the limit of weak
noise.lt is notdifficult to check,usingstandardnethodsf classicamechanicsthatthe optimiza-
tion of theactionover transittimesyieldsan MPEPwhichis a classicaltrajectoryof zeio enegy.
Sothe ‘momentum’ , which hasno direct physicalinterpretation,as a function of positionx
alongthe MPEPmustsatisfy

(exp( &(x))) = (8)
If the statespaces one-dimensionathis zero-enegy constrainalonewill determinghe MPER

The MPEPx is notonly a mostprobableexit path: it is alsoanexit pathof leastresistance.
Althoughx(t) will remainin U for anexponentiallylongtime, it will fluctuateoutalongthe MPEP
(andin otherdirections)an exponentiallylarge numberof times beforethe MPEP is traversed
in full andU is exited. The final fluctuationwill follow x quite closelyin the large-N limit.
One canview the equilibrium distribution of the systemstatex (the noisy attractor)as being
concentratedearx,, but having atube-like protuberancstretchingouttowardthe boundaryof U
alongthetrajectoryx . In thelarge-NV limit the tubeis exponentiallysuppressedcandthe noisy
attractorcorvergesto the point attractorx.

(texit) grows exponentiallyin N, but thelimiting distribution of ., hasnotyetbeenspecified.
It turnsout to be anexponentialdistribution. Thisis very typical of weak-noiseescapgroblems,
wherethe probability of any singleescapettemptis small. (The sameexponentialdistributionis
seenn radioactve decay)



, the weak-noisegrowth rate of the expectedexit time, canbe viewed asa barrier height
ameasuref how hardit is to overcomehedrift driving toward andawayfromtheboundary
of . In factthe Wentzell-Freidlinframework, if extendedto conserative continuous-timepro-
cesseslescribedoy (4), yields the familiar Arrheniuslaw for the growth of the exit time in the
limit of weaknoise.For suchsystems is simply the heightof the potentialbarriersurrounding
theattractor

Whatis notclearfrom the Wentzell-Freidlintreatmen{andis still notrigorouslyclear though
numerousionrigorougesultshave beenobtained14, 16,17]) isthesubdominankarge- asymp-
toticsof . In generabneexpects

9)

for someconstants and , but Wentzell-Freidlintheory yields only the exponentialgrowth
rate . Thepre-eponentialfactorin (9) remaingo bedetermined.

Thecurrentstatusof the prefactorproblemcanbesummedipasfollows. If  istakento bethe
entirebasinof attractionof , istypically zero,and canbeobtainedoy a methodof matched
asymptotieexpansionsi.e., amethodof systematicallyapproximatinghe equilibriumdistribution
of . Howeverin multidimensionamodelsthereis anentirezooof possiblegpathologiesincluding
the appearancef causticsand other singularcurvesin the statespace[2, 14, 15], which can
induceanonzero and/orhinderastraightforvardcomputatiorof . Thisisthecaseatleast,for
continuous-timaiffusion processedefinedby stochastidifferentialequationsThe situationfor
jump processess expectedo besimilar.

4  Applying the Theory

Wentzell-Freidlintheory with extensionscanbeappliedto the stochastiALOHAnet model,and
to other stochasticallyperturbeddynamicalsystemsarisingin computerscience. The quantity
mostreadilycomputeds , the exponentialgrowth ratein the weak-noisdimit of the expected
time beforethe systemleavesa specifiedregion surroundinga point attractorin the systemstate
space Recallthatin the ALOHAnet modelthis regionis the basinof attraction;departurdrom it
signalsa drasticchangen network congestion.

If thesystenstatespaceas one-dimensionagsin theALOHANnetmodeltheclassical-mechanical
interpretatiorof  facilitatesits computation. is alwaystheactionof a zero-enegy trajectory
with enegy asa function of positionandmomentumgivenby the formula(7). This Hamiltonian
is a corvex functionof atfixed , soif the statespaceis one-dimensionafand ,
which will alwaysbethe casewithin the basinof attraction)the equation will have
only two solutionsfor . Oneof theseis , Which is unphysical. This solutionis
unphysicabecauséf

— (10)
andthe trajectorysimply follows the meandrift, which pointstoward the attractorrather
thanaway. The MPEP mustbe a classicaltrajectoryemanatingrom the attractoy soin a one-

dimensionakystemit is uniquely characterizedby the conditionthat be the nonzero
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solutionof . Actually therearetwo suchtrajectoriespneemanatingo eithersideof
theattractor;thetrue MPEPwill betheonewith lesseraction.

In generalto compute , evenin higherdimensionaimodelsoneneedsonly the MPEP and
the momentumasa function of positionalongit. Thisis because¢he actionof ary zero-eneggy
classicatrajectorymaybewritten asaline integral of themomentumsothat

(11)

the integral beingtaken alongthe MPEP from the attractorto the boundaryof the region. But

only in one-dimensionahodelsis (11) easyto apply In -dimensionamodelsmerelyfindingthe

MPEP requiresan optimizationover the -dimensionafamily of zero-enggy trajectories
extendingto the boundary Exceptin modelswith symmetry this optimizationmustusually be

performednumerically

4.1 TheALOHAnNet Application

In the ALOHANnet model, the expecteddrift asa function of normalizednetwork state

is givenby (2). But to studylarge fluctuations,andcomputethe MPER oneneedshe Wentzell-
Freidlin Hamiltonian . In the large- limit the randomvariables and

in termsof which is expressedoy (1), becomerespectrely a Poissonrandomvariable with

parameter anda Poissonrandomvariablewith parameter . A bit of computation
yields

(12)

asthe Hamiltonian.

If theparameters and areknown, it is easyto computethe momentum alongthe
MPER by numericallysolving for the nonzerasolutionof theimplicit equation
But the MPER andhence , will dependon the choiceof basinof attractor With the parameter

values and of Fig. 1, the two attractors and have
respectre basinf attraction and , with theintermediateepellor MPEPs
extendfrom to ,andfrom to . Numericalintegrationof gives
(13)
(14)

asthe growth ratesof the expectedransitiontimes.

We seethatfor thestochasticallymodelledALOHAnNet, in thelarge-  limit areduceddescrip-
tion is appropriate. Asymptotically it becomesa two-stateprocess The network is eitherin a
low-congestiorstate(the basinof attractionof ) or a high-congestiorstate(the basinof attrac-
tionof ), andthetransitionratesbetweerthem(thereciprocalsof the expectedransitiontimes)
displayexponentialfalloffs

(15)

respectrely. With theabove choiceof parameterdpr reasonable-sized thelattertransitionrate
is much smallerthanthe former The network, oncecongestiorhasinterferedwith the proper
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performancef thebacloff algorithm,gets'stuck’ for potentiallyalongtime. Thisis clearlynota
goodchoiceof network parameters!

In areal-world -computerALOHAnNet implementation, would bethe total network load,
andwould be determinedby the level of interprocessocomputingtaking placeon the network.
The bacloff parameter however would probablybe fixed,with  hardcodedn a data
communicationchip installedin eachcomputer So the Wentzell-Freidlinapproachcould be
employed to determinethe likelihood, as a function of network load, of irreversible(or all but
irreversible)congestioroccurring.

Of coursethe bistability of the systemis itself a functionof and . As noted,for mary
valuesof the parametershe network is monostablethereis only a single attractor which may
be characterizethy a comparatrely low level of congestionFor sucha network onecould com-
puteanaction for any specifiedmaximumtolerablecongestiorlevel. The associate@ptimal
(i.e., most probable)approachpath would be computedmuch asthe MPEP is computedin the
bistablecase.

4.2 A Colliding Stacks Application

Therehave beenseveral applicationsof large deviation theoryto the stochastianodellingof dy-
namicdatastructues[10, 11, 12]. The memoryusageof a programor programsbeingexecuted
by acomputercanbemodelledasadiscrete-timgump processin mary caseshisprocessnaybe
viewedasa finite-dimensionatlynamicalsystem subjectto smallstochastigerturbationsOf in-
terestis the amountof time expectedto elapsebeforea particularlylarge fluctuationaway from
a deterministicpoint attractoroccurs. This would correspondin real-world terms,to an atypical
stringof memoryallocationdeadingto anexhaustionof memory

Thefollowing two-dimensionalcolliding stacks’modelwasfirst studiedby Flajolet[3], hav-
ing beenfirst suggestedby Knuth. Supposeahat cells of memory arrangedn a linear array
areavailablefor useby two programs.Supposéhatat any giventime, the programswill require

and cellsof memoryrespecirely. It will bemostefficientfor themto employ respectrely
thefirst andthelast  cellsof thearray soasto avoid contentiorfor memory It is necessary
that ; If thisinequalitybecomesan equality the two-programsystemrunsout of
memory

A naturalmodelfor the evolution of and is asfollows. At ary integertime

, therearefour possibilities: may increaseby may decreasdy may
increaseby , and may decreaséy . Theseareassignegrobabilities : :

, for theprobabilityof anetincreasen memoryusage Let ustake -, sothat
deallocation®f memoryaremorelikely thannew allocations.(Notethatif or
theassignedgbrobabilitiesmustdiffer, sinceneither  nor cango negative.)

Justasin the ALOHAnNet model,it is naturalto scalebothtime andandthe statespaceasthe
amountof memory tendsto infinity. However, we shallnotneedto scalethemodelparameter.
Let be the normalizedstateof the two-programsystem,and let

benormalizedime. jumpsat by anamount , Where is
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arandomvariablewith discretedensity

(16)

As definedthe densityof is essentiallyindependenof . It is usefulto relaxthis assumption,
soasto permitmorerealisticstochastianodellingof dynamicdatastructures.

if ;

if ;

if ;
if

(17)

is anaturalgeneralizationHere (assumedo take valuesbetween and- exclusive)specifies
the probability of anincreasan memoryusageby eitherprogram,asafunction of the fraction of

availablememorywhich that programis currentlyusing. We now write as , to indicatethe
dependencef its densityon
The normalizedstate is confinedto theright trianglewith vertices : and
Theexpecteddrift
- - (18)
may be viewed as a deterministicdynamicalsystemon this two-dimensionahormalizedstate
space Clearly, thevertex is theglobalattractor In this modelthetwo programgendonthe

averagenotto usemuchmemory

Sincethereis only a singleattractor the quantityof interestis the expectedtime which must
elapsébeforeafluctuationof specifiednagnitudeoccurs.Fluctuationsvhichtake thesystenstate
to thehypotenusef thetriangle(where , or ) arefatal: they correspond
to memoryexhaustion.Therateatwhich they occurcanbeestimatedn thelarge- limit.

Thisis atwo-dimensionakystemsothe optimal (least-actionjrajectoriesarenot determined
uniquelyby the zero-enegy constraint Howeverwe still have

(19)

with  the actionof the least-actiortrajectorywhich exits the trianglethroughthe hypotenuse.
Theactionis computedrom the Lagrangiardualto the Wentzell-FreidlinHamiltonian

(20)

whichfollows from (17).

The zero-enayy trajectoriedeterminedy (20) arestudiedat lengthin Ref.[11], whereit is
shavn thattheMPEPdependstronglyonthebehaior of thefunction . (SeeFig.3.) If is
astrictly decreasindunction,sothatthemodelis ‘increasinglycontractve, with largeexcursions
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0.1)

(1/2,1/2)

(0,0) (1,0)

Figure 3: The triangularnormalizedstatespaceof the colliding stacksmodel. TrajectoryT1 is
the most probableexit pathwhenthe function Is strictly decreasingbut if is strictly
increasinghenT2 andT2 arebothMPEPs.TrajectoryT3 is oneof theuncountablynary MPEPs
which arisewhen is independenof

away from theattractorstronglysuppressedhenthe MPEPturnsoutto bedirectedalongtheline
sggmentfrom to - - . Itsactionis

(21)

If ontheotherhand is astrictly increasingunction,sothatthemodelis decreasinglgontrac-
tive, with large excursionslessstrongly suppressedhenthereis a twofold degenerag. MPEPSs
aredirectedoutwardfrom to thetwo otherverticesof thetriangle,and

(22)

is theircommonaction.

Sowhen is strictly increasing,thereis a ‘hot spot’ on the hypotenuseof the triangle
at - - . Whenthetwo-programsystenrunsout of memory as it is increasinghylikely
thateachprogramwill be usingapproximately memorycells. If on the otherhand is
strictly decreasingthereare hotspotsat the vertices and . Exhaustionincreasingly
tendsto occurwhenoneor the otherprogramis usingall, or nearlyall, of the memorycells.
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If is neitherstrictly increasingnor strictly decreasingthe large- asymptoticamay be-
comemore complicated. The mosteasily treatedcaseis that of , aconstantj.e., the
modelof (16). In this modelan infinite degenercy occurs: ary trajectorywhich movessome
distancgpossiblyzero)from toward or , andthenmovesinto theinterior of the
triangleat a angleuntil it reachedhe hypotenuseis a least-actiortrajectory Large fluctu-
ationsaway from the attractormay proceedalongary of this uncountablesetof MPEPs. As a
consequencéhereis no hotspot:in the large- limit, the exit locationis uniformly distributed
over the hypotenuse Flajolet [3] first discoreredthis phenomenomrombinatorially but it hasa
naturalclassical-mechanicahterpretation.It is however a bit counterintuitve: it saysthatwhen
memoryis exhaustedthe fractionsallocatedto eachprogramare aslikely to be small aslarge.
Thisis avery sensitve phenomenon.

5 Conclusions

We have seerthatthe Wentzell-Freidlinresultson scaledump processethrown considerabldight
on the fluctuationsof stochasticallyperturbeddynamicalsystemsjn the weak-noisdimit. The
appearancef aclassicaHamiltonianandLagrangiangvenif theunperturbedlynamicakystems
in no senseHamiltonian,is quite striking. Sois the centralimportanceof zero-enggy trajectories.

In this lecturel have focusedon jump processesincethey arethe mostrelevantto computer
scienceapplications(Computingis inherentlydiscrete.)But they alsooccurin chemicalphysics:
thereis alwaysan integer numberof moleculesn ary givenregion of space.Attemptsare now
beingmadeto interpretthe stochasti@aspectof chemicalreactionsn termsof optimaltrajecto-
ries[21]. Thisis very reminiscenbf our focuson mostprobableexit paths(MPEPS).

Thereis alsoalargedeviationtheoryof continuous-timgrocessept, 26], suchasthediffusion
processespecifiedby the stochastidifferentialequation(4). Associatedo eachsuchprocesss
a Fokker-Planckequation(a parabolicpartial differential equation)describingthe diffusion of
probability Thezero-enegy classicalrajectorief continuous-timéargedeviationtheorycanbe
viewed asthe characteristicsof this differentialequation.Normally one expectsonly hyperbolic
equationgo have characteristicdyut thesecharacteristicareemegent: they manifestthemseles
only in theweak-noisdimit.

A largedeviationtheoryof spatiallyextendedsystemsvould beaninterestingextension but is
still underdevelopment.Suchsystemsncludestochastigartialdifferentialequationsandstochas-
tic cellularautomata.In suchsystemsa MPEP would be a trajectoryin the systemstatespace,
describinga mostprobablespatially extendedluctuationleadingfrom onemetastabletateto an-
other Much work hasbeendoneon this by statisticalmechaniciansindfield theorists(who call
suchfluctuationsinstantons’[22]), but thetheoryis lesscompletehanthetheoryl have sketched
in thislecture.Thetheoryof extendedluctuationshasin particularnot beenappliedto distributed
computersystemsThereis clearlymuchleft to bedone!
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