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1 Introduction

Nonlineardynamicalsystemsoften displaycomplex behavior. In this lectureI shall review the
behavior of stochasticallyperturbeddynamicalsystems,which is afield of its own. I shallusethis
asan opportunityto discussapplicationsto computerscience,thoughapplicationsto statistical
physics,chemicalphysics,andelsewherein thesciencesarealsonumerous.

If a deterministicdynamicalsystemhasanattractor, by definitionthesystemstateapproaches
the attractorin the long-time limit. But if the systemis regularly subjectedto small stochastic
fluctuations(randomkicks, or noise)this approachwill only be approximate.In the long-time
limit thesystemstatewill typically bespecifiedby a probabilitydistribution (a ‘noisy attractor’)
centeredon the attractorproper. In the limit asthe noisestrengthtendsto zero,this distribution
will convergeto theattractor.

Even if the systemhasa single globally stablepoint as its only attractor, one can posean
interestingquestion:What is the probability, if the noisestrengthis very small, of finding the
systemin a specifiedstatemacroscopicallydistantfrom the attractor?How long mustonewait
beforethis occurs?If the systemhasmorethana singlestablestate,eachwith its own basinof
attraction,onecansimilarly ask for the timescaleon which transitionsbetweenthe two basins
occur. Suchquestionsare really questionsaboutthe characterof the extremetail of the noisy
attractor, and can be answeredonly by quantifying the probability of large fluctuationsof the
system.Themathematicalfield dealingwith suchmattersis known aslargedeviation theory[4,
26].

In scientific applicationsone would usually like to know not only how frequentlyatypical
fluctuationsoccur, but alsoalongwhich trajectorythesystemstatemovesduringtransitionsfrom
onestablestateto another. It turnsout that in moststochasticallyperturbeddynamicalsystems
a singletrajectoryin thesystemstatespace,or at mosta discreteset,is singledout in thelimit of
weaknoiseasby far themostlikely.�
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Thisphenomenonhaslongbeenknowntochemicalandstatisticalphysicists,but its importance
in otherfieldswhichmake useof stochasticmodelling,suchasecologyandevolutionarybiology,
hasonly recentlybecomeclear[8, 20]. In chemicalphysicsthe mostlikely transitiontrajectory
is interpretedas a reactionpathway, sincechemicalreactionsare modelledas transitionsfrom
a metastablestateto a morestablestate[25]. But the mathematicalapproachI shall sketch is
muchmoregeneral:thedynamicalsystemcanbecontinuousor discrete,andthesystemdynamics
neednot obey detailedbalance.Someof thestrongestresultsonsystemswithoutdetailedbalance
have only recentlybeenobtained[14, 15]. The systemcaneven be distributed, with nontrivial
spatialextent;thisincludesstochasticcellularautomata,andsystemsspecifiedby stochasticpartial
differentialequationsratherthanstochasticordinarydifferentialequations.

Thequasi-deterministicphenomena(optimaltrajectories,well-definedreactionpathways,etc.)
which arisein stochasticallyperturbeddynamicalsystemscanbeviewedasemergent. They are
determinedby thestochasticdynamics,but in a rathercomplicatedway, andthey manifestthem-
selvesonly in theweak-noiselimit. Theirappearancein computerscienceapplicationsis notwell
known; I hopethe two examplestreatedin this lecturewill correctthat. Attemptshave recently
beenmadeto interpretthebehavior of computers,or interactingnetworksof computers,in dynam-
ical systemtermsor evenecologicalterms[7]. But stochasticityis, I think, a crucialpartof any
suchinterpretation.

2 A Simple Stochastic Model: ALOHAnet

As a first exampledrawn from computerscience,considera stochasticmodel which attempts
to capturethe essentialfeaturesof a large numberof computerscommunicatingwith eachother
acrossa datanetwork, suchasanEthernet.Themodelwill be idealized,but it will be typical of
(“in the sameuniversalityclassas”) modelsin which a large numberof agentsshareoccasional
accessto a singleresource.Heretheresourcewill bethenetwork bus: theether, which only one
computercanuseata time.

Youarenodoubtfamiliarwith suchapplicationprogramsastelnet andftp, whichallow a
userof onemachineto communicatewith another. Behindthescenes(“at a lowerprotocollayer,”
in telecommunicationsjargon) theseprogramswork asfollows [24]. A connectionbetweentwo
computersconsistsof astreamof datapackets,eachtypically containingbetween

���
and

�����
bytes.

(A datapacket is simplya trainof squarewaves.)An interactive login programliketelnet nor-
mally transmitsa packet whenever theuserpressesa key; thepacket containsthetypedcharacter.
Lessinteractive programslikeftp, which transferswholefiles, employ largerpackets. Thereis
a schemeknown asTCP/IP(TransmissionControlProtocol/InternetProtocol)for specifyingthe
destinationof packets,andfor keepingthetwo communicatingcomputerssynchronized.This last
taskmayinvolvethetransmissionof additionalpackets.

Let us supposethat a computeris makingsubstantialuseof the network: several usersare
runningftp simultaneously, for example.In suchasituationastatisticaltreatmentis possible.In
thecontext of aparticularstochasticmodel,it is possibleto estimatemeannetwork usage,andthe
probabilitythatdatapacketsaretransmittedsuccessfully. Thatis whatI shallnow do.

A slightdigressionis necessaryontheissueof successfultransmission.Ethernet,besidesbeing
a tradename,is amultiaccessprotocol:aschemefor sharingaccessto thecableconnectingtwo or
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morecomputers.Normally whena computerwishesto transmita packet, it doessoimmediately.
It is possiblethereforefor two machinesto transmitcolliding packets,in which casebothpackets
arecorrupted:theinformationin bothis lost. TheEthernetprotocol(a CSMA/CD[CarrierSense
Multiple Access/CollisionDetect]protocol)embodiesa heuristicfor minimizing the probability
of collisions,i.e., of unsucessfultransmissions.

A descriptionof theprotocolmaybefoundin thebookof BertsekasandGallager[1]. Ongrounds
of simplicity I shall model a conceptuallysimilar but simpler protocol known as ALOHAnet.
ALOHAnet wasoneof severalEthernetprecursors,developedat theUniversityof Hawaii during
the1970’s. Althoughit haslongsincebeensuperseded,it livesonin theform of atractablemathe-
maticalmodel.ThestochasticALOHAnet modelis adiscrete-timemodelor Markov chain,unlike
the continuous-timemodelswhich mustbe employed in the performanceanalysisof real-world
Ethernets.Thefollowing descriptionis standard[5, 9, 13, 19].

Supposethat � computersareattachedto thenetwork; � will eventuallybetakento infinity,
yielding a continuumlimit which (if properscalingis imposed)canbe viewed asa weak-noise
limit. At eachintegertime �
	���
���
���
������ a packet of dataoriginateswith probability ��� on each
computernot currently blocked. When is a computerblocked? When a previously generated
packethasfailedto betransmittedsuccessfully, andthepacket is awaiting retransmission.

Newly generatedpacketsarealwaystransmittedimmediately, but of coursethey maycollide
with packets transmittedby othercomputersat the sameinteger time. Suchcollisionsare im-
mediatelydetected,andeachof the transmittingcomputersentersa blocked state(if it wasnot
blockedalready).While in theblockedstate,at eachsubsequentintegertime a computerwill at-
temptaretransmissionwith probability��� . In otherwordseachof theblockedcomputersbacksoff
a randomamountof time,andtriesagainto transmitits packet. Thebackoff time is geometrically
distributed,with parameter��� . Thisrandombackoff policy facilitatesthebreakingof thedeadlock:
if theblockedcomputerseachbackedoff a fixedamountof time,they wouldsimply run into each
otheragain.

This ALOHAnet model hasonly threeparameters:��� , ��� , and � . If ��� is the numberof
computersblocked at time � , then ����
 �"!�
 ��#$����� is a Markov chain on the discretestatespace%'& 
���
���
������(
 �*) . Let usanalysethisMarkov chain.

At any time � , the numberof retransmittedpackets is binomially distributed,with parame-
ters ��� and ��� . Similarly, thenumberof newly generated(andtransmitted)packetsis binomially
distributedwith parameters��� and �,+-��� . If ./� and .0� denotethesetwo randomvariables,the
totalnumberof packetstransmittedat integertime � is ./�213.4� , and

576 ���98:�;+3���<	
=> ? +7�@
 if .0�A	 &

, ./�B	C� ;.4��
 if .0�D13.
�FEG� ;& 
 otherwise.
(1)

��� will decreaseby � if a previously unsuccessfullytransmittedpacket (andonly that packet) is
retransmitted.It will increaseby .0� in theeventof acollision,andsoforth. From(1), it is easyto
work out thedensityof therandomvariable

576IH � .
Sincewewishto constructacontinuumlarge-� limit wedefinethenormalizednetwork stateJ

at any time to be ��K�� , thefractionof computersthatarecurrentlyblocked. Necessarily
&ML J L

� . Besidesscalingthe statespacein this way, we scaletime by definingnormalizedtime N to
equal �OK�� , so that J , if viewed as a function of N , jumps at N*	 �PK��Q
��@K��Q
������ by a random
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Figure1: Theexpecteddrift velocity RTS�UWV:XZY of thestochasticALOHAnet model,asa functionof
normalizednetwork stateV . Modelparametersare [�\F]G^�_a`cb and ['de]gf�_h^ , asin Ref. [5].

quantity ikj d S . Thedensityof therandomvariableS is specifiedby thecurrentnormalizedstateV ;
wewrite S as SlUmV:X to make thisclear.

To geta nontrivial large-i limit we needto scaletheprobabilitiesn�\ and n�d aswell; we taken�\o]�[p\(q�i and n�dr]�['dZq�i , for some i -independent[p\ and [Pd . So [�\ZV is the expectednumber
of newly generatedpackets,and [PdpUtsvuwV:X the expectednumberof retransmittedpackets,at any
specifiednormalizedtime xOq�i . It is aneasyexerciseto verify thatin thelarge-i limit

RTS�UWV:XZYy]z[p\'Uts<u{V:XDu}|~[�\'U�s�u�V:X;��['d�V���������|�u�[p\'Uts�u�V:XDu{[Pd�V�� (2)

is the expectedchangein the numberof blocked computers,at any specifiedtime x�qpi . The
formula (2) givesusanexplicit expressionfor R���V:Y , themeanamountby which thenormalized
state V changesat any specifiedtime xOq�i ; it is simply i�j d RTS�UWV:XZY . So in the large-i limit the
dynamicsof ournetwork modelarein expectationcompletelyspecifiedby (2).

We cannow seehow the ALOHAnet modelcanbe viewedasa stochasticallyperturbeddy-
namicalsystem.In expectation,thelarge-i ALOHAnet modellooksvery likea one-dimensional
dynamicalsystem �V�UW�9Xy]�RTSlUmV:XZYp_ (3)

definedon theclosedinterval |�^���s�� . Suchanassociateddeterministicdynamicalsystemis called
a fluid approximationby network performanceanalysts. Although (as we shall see)it cannot
answerthequestionsaboutlargefluctuationsin which we areinterested,thefluid approximation
saysquite a bit aboutthe stability of the network. In Fig. 1, the drift field RWSlUWV:X9Y is plottedas
a function of V , for [�\�] ^�_a`cb and [Pd�] f�_�^ (parametervaluesoriginally chosenby Günther
andShaw [5]). It is clearthat for this choiceof parametersthe systemhastwo point attractors:
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Figure2: An impressionisticsketchof theparameterspaceof thestochasticALOHAnet model.
Within thehorn-shapedregion thenetwork is bistable;outsideit, monostable.Thetip of thehorn
is analogousto astatistical-mechanicalcritical point.

�l�v�������P �� and �¢¡��£����¤c¥"¦ . Eachhasits own basinof attraction,andin thefluid approximation
the network stateflows deterministicallyto oneor the other. The two attractorsare interpreted
asfollows. Networks,in particularheavily loadednetworks,areproneto congestion, andthetwo
attractorsarerespectively a low-congestionandahigh-congestionstate.

The presenceof morethana singleattractor, for certainparametervalues,is an unfortunate
featureof the ALOHAnet protocol. If at time zeroall computersbegin unblocked, with these
parametervaluesthe fraction of blocked computerswill swiftly rise to �§�����P �� . If on the other
handat timezerothecomputersall begin in theblockedstate,thefractionwill decreaseto �g����¤c¥"¦
andno further. In the latter casevery few packetsaresuccessfullytransmittedor retransmitted,
sincethe probability of morethana singlecomputertransmittinga packet is alwaysvery high.
(Sincë ¡y©G ���� , when �/�ª� about5 computers,onaverage,attemptto retransmitapacketateach
time «O¬�­ .) TheALOHAnet protocolmakesnoprovisionfor breakingthedeadlockby sharingthe
network in a sequentialor round-robinfashion:in theeventof extremecongestion,thecomputers
getin eachothers’way.

Theappearanceof morethanasinglepointattractoris actuallyabit atypical;it will occuronly
for certainvaluesof the scaledparameters.(SeeFig. 2.) The ®T¨ ��¯ ¨ ¡9° -planeis divided into two
regions: a monostable(one-attractor)region, anda bistable(two-attractor)region. The equilib-
rium blocking fraction is a single-valuedfunctionof ®T¨ ��¯ ¨ ¡t° in the former region, anda double-
valuedfunction in the latter. Nelson[18] hasshown that this phenomenon,which is so sugges-
tiveof statistical-mechanicalcritical behavior, generalizesnaturallyto multidimensionalparameter
spaces.TheEthernetprotocolmodifiesthepacket retransmissionprobabilityeachtime anunsuc-
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cessfulretransmissionoccurs,soamorerealisticALOHAnetmodelwouldbespecifiedby avector±�²�³�´�²�µ�´¶²�·�´�¸�¸�¸h¹
of probabilities,with

²�º
, »Q¼�½ , theprobabilityof transmittinga packet which has

failedto besuccessfullytransmittedexactly » times. Thecorrespondingnormalizedsystemstate
wouldbeavector

±m¾¢¿ µ¶À ´Z¾¢¿ ·�À ´�¸�¸�¸�¹
of blockingfractions:

¾¢¿ º�À
, »/¼Á½ , wouldbethefractionof com-

puterswhich areblockedandwhich have failed to transmita storedpacket exactly » times. The
analogueof Fig. 2 would bea multidimensionalphasediagram,someregionsin which would be
characterizedby thepresenceof multiplepointattractorsin themultidimensionalnormalizedstate
space.

The precedingtreatmenthasbeenentirely in the context of the deterministicfluid approxi-
mation. Thenetwork statedoesnot actuallyevolve deterministically, exceptin expectation.The
expectedincrementÂ�Ã ¾:Ä

equalsÅkÆ µ ÂTÇ ±m¾:¹ZÄ , but thestandarddeviationof Ã ¾
is alsoproportional

to Å Æ µ . Ã ¾
equalsÂ�Ã ¾:Ä

plus Ã ¾
È Â�Ã ¾:Ä
, andthelatter termcanbeviewedasa stochasticper-

turbationsuperimposedon thedynamicalsystem.Thesestochasticperturbationswill broadenthe
pointattractorsinto noisyattractors,andoccasionallyinducetransitionsbetweenthem.

Thesetransitionsareof considerablepracticalinterest,sincethey aresuddenchangesin net-
work congestion.A heavily loadednetwork cansuddenlyshift from a low-congestionstateto a
high-congestionstate,in which almostno packetsaretransmittedsuccessfully. (This hasrather
drasticeffectson thecomputersattachedto the network!) But to modelsuchtransitions,a fully
stochastictreatmentis necessary.

3 Wentzell-Freidlin Theory

The techniquesemployed to estimatethe transitiontime betweenmetastablestates,andin gen-
eral to estimatethe probabilityof unlikely eventsin the weak-noiselimit, go underthe nameof
Wentzell-Freidlintheory [26]. Wentzell-Freidlintheory is simply the large deviation theoryof
stochasticallyperturbeddynamicalsystems.Many resultsin this areaaredueto physicistsand
chemists[6, 23, 25], but WentzellandFreidlin werethefirst to put thesubjecton a soundmathe-
maticalfooting [4, 27]. I shallsummarizetheirmainresults,andextensions.

Considera multidimensionalrandomprocessÉ ±WÊ9¹
similar to thenormalizedALOHAnet pro-

cess.É ±WÊ9¹
is assumedto jumpat times

ÊeË Å Æ µ ´�Ì Å Æ µ ´�Í Å Æ µ ´�¸�¸�¸ , andthejumpmagnitudeis Å Æ µ
timesa randomvectorwhosedistribution dependson the currentstateÉ . We write this random
vectoras Ç ± É ¹

, so Ã�É Ë ÅkÆ µ Ç ± É ¹
. The Å,Î Ï limit will beaweak-noiselimit.

This randomprocessstronglyresemblesa diffusion processwith drift. In fact the expected
drift velocity at any point É is Ð ± É ¹ÒÑ ÂTÇ ± É ¹9Ä

, andthe diffusion tensoris Å Æ µ times Ó�Ô�Õ ± É ¹0ÑÖF×�Ø ± Ç�Ô ± É ¹(´ Ç�Õ ± É ¹9¹
, thecovariancematrixof thecomponentsof Ç ± É ¹

. A continuous-timediffusion
processÉ ±mÊ9¹

with theseparameterswouldsatisfythestochasticdifferentialequation

Ù ¾ Ô ±mÊ9¹eËzÚ Ô ± É ±WÊ9¹9¹$ÛwÜ Õ
Ý Ô�Õ ± É ±mÊ9¹Z¹Þ Å Ùcß Õ ±WÊ9¹ (4)

where
Ùcà ±WÊ9¹

is white noise,and the tensor Ý Ë ± Ý Ô�Õ ¹ is relatedto the tensor á Ë ± ÓÒÔ~Õ ¹ byá Ë Ý¢Ý:â . But this continuous-time‘dif fusive approximation’to the underlyingjump processis
notespeciallyusefulfor ourpurposes:thelargefluctuationsof thejumpprocessturnoutto depend
cruciallyon thehighermomentsof Ç ± É ¹

.
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Supposethat ã¢ä is anattractorfor theexpecteddrift field åçæWã;è . Thenin expectationãBæWé9è will
tend to flow toward ã$ä if it begins in the basinof attractionof ã$ä . Thereafter, ãBæWé9è will tend
to wandernear ã$ä for a long time. But statisticalfluctuationsof all magnitudeswill occur; the
stochasticperturbationsê�ë�ì�í îlæmã;èeïwåçæWã;èñð will eventuallypush ã outsideany specifiedregion ò
surroundingã$ä . In otherwords,thenoisewill eventuallyovercomethedrift.

Sincethe effective diffusioncoefficient decaysas ê ë�ì , oneexpectsthat the time to exit any
specifiedregion ò grows (in expectation)exponentially in ê . That is correct,and Wentzell-
Freidlin theoryprovidesa techniquefor computingtheasymptoticexponentialgrowth rate. This
will of coursedependon thechoiceof ò . In mostapplicationsò is theentirebasinof attraction
of theattractorã$ä , thougha smallerregioncouldbechosen.

Thetechniqueis asfollows. Accordingto theorytheexpectedexit time óTéñômõ9ö ÷�ø hasweak-noise
asymptotics óWéñôWõ9ö ÷ùøçúGû�ü�ý;æ¶êÿþ2ä(è�� ê � � (5)

where þ2ä�� ���
	���
 æmãBæWé9è����ãçæWé9è9è��cé (6)

is a minimumaction for exiting trajectories.Theinfimum is takenover all trajectoriesãBæmé9è which
beginat ã$ä andterminateontheboundaryof ò . Thetransittimeis left unspecified.Here


 æWã�� �ã;è is
a Lagrangianfunction,dualto a Hamiltonianor energy functionconstructedfrom thedistribution
of î�æWã;è by theformula � æmã�����è��������ló¶û�ü�ý;æ�����îlæmã;èZè9ø! (7)

It is clearthatthehighermomentsof îlæmã;è enterinto thecomputationof thefunction
�

.
� æmã��"� è is

in factthecumulantgeneratingfunctionof therandomvariableî�æWã;è .
Thesuddenappearanceof aclassicalHamiltonianandits dualLagrangianis quiteremarkable.

They arenotmeremathematicalauxiliaries.Thetrajectoryã$#�æWé9è minimizingtheaction(it usually
exists, andis unique)is interpretedasthe mostprobableexit path (MPEP)in the limit of weak
noise.It is notdifficult to check,usingstandardmethodsof classicalmechanics,thattheoptimiza-
tion of theactionover transittimesyieldsanMPEPwhich is a classicaltrajectoryof zero energy.
So the ‘momentum’ � , which hasno direct physicalinterpretation,asa function of position ã
alongtheMPEPmustsatisfy ó¶û(ü�ý;æ%�&��îlæWã2èZèZø'�)(� (8)

If thestatespaceis one-dimensional,thiszero-energy constraintalonewill determinetheMPEP.
TheMPEP ã$# is not only a mostprobableexit path: it is alsoanexit pathof leastresistance.

Although ãBæWé9è will remainin ò for anexponentiallylongtime,it will fluctuateoutalongtheMPEP
(and in other directions)an exponentiallylarge numberof timesbeforethe MPEP is traversed
in full and ò is exited. The final fluctuationwill follow ã$# quite closely in the large-ê limit.
One can view the equilibrium distribution of the systemstate ã (the noisy attractor)as being
concentratednearã¢ä , but having a tube-likeprotuberancestretchingout towardtheboundaryof ò
alongthe trajectory ã # . In the large-ê limit the tubeis exponentiallysuppressed,andthe noisy
attractorconvergesto thepointattractorã$ä .óTéñômõZö ÷ñø growsexponentiallyin ê , but thelimiting distributionof éñômõ9ö ÷ hasnotyetbeenspecified.
It turnsout to beanexponentialdistribution. This is very typical of weak-noiseescapeproblems,
wheretheprobabilityof any singleescapeattemptis small. (Thesameexponentialdistribution is
seenin radioactivedecay.)
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*$+
, the weak-noisegrowth rateof the expectedexit time, canbeviewedasa barrier height:

ameasureof how hardit is to overcomethedrift driving , toward , + andawayfrom theboundary
of - . In fact the Wentzell-Freidlinframework, if extendedto conservative continuous-timepro-
cessesdescribedby (4), yields the familiar Arrheniuslaw for the growth of the exit time in the
limit of weaknoise.For suchsystems

*$+
is simply theheightof thepotentialbarriersurrounding

theattractor.
Whatis notclearfrom theWentzell-Freidlintreatment(andis still not rigorouslyclear, though

numerousnonrigorousresultshavebeenobtained[14,16,17]) is thesubdominantlarge-. asymp-
toticsof /%0214365 798 . In generaloneexpects

/�021�365 728;:=<>.@?'ACBEDGF%. *$+!HCI .KJ L I
(9)

for someconstants< and M , but Wentzell-Freidlintheory yields only the exponentialgrowth
rate

*$+
. Thepre-exponentialfactorin (9) remainsto bedetermined.

Thecurrentstatusof theprefactorproblemcanbesummedupasfollows. If - is takento bethe
entirebasinof attractionof , + , M is typically zero,and < canbeobtainedby amethodof matched
asymptoticexpansions,i.e., amethodof systematicallyapproximatingtheequilibriumdistribution
of , . Howeverin multidimensionalmodelsthereis anentirezooof possiblepathologies,including
the appearanceof causticsand other singularcurves in the statespace[2, 14, 15], which can
induceanonzeroM and/orhinderastraightforwardcomputationof < . This is thecase,at least,for
continuous-timediffusionprocessesdefinedby stochasticdifferentialequations.Thesituationfor
jumpprocessesis expectedto besimilar.

4 Applying the Theory

Wentzell-Freidlintheory, with extensions,canbeappliedto thestochasticALOHAnet model,and
to otherstochasticallyperturbeddynamicalsystemsarising in computerscience. The quantity
mostreadilycomputedis

*$+
, theexponentialgrowth ratein theweak-noiselimit of theexpected

time beforethesystemleavesa specifiedregion surroundinga point attractorin thesystemstate
space.Recallthatin theALOHAnet modelthis region is thebasinof attraction;departurefrom it
signalsadrasticchangein network congestion.

If thesystemstatespaceisone-dimensional,asin theALOHAnetmodel,theclassical-mechanical
interpretationof

*$+
facilitatesits computation.

*$+
is alwaystheactionof a zero-energy trajectory,

with energy asa functionof positionandmomentumgivenby theformula(7). This Hamiltonian
is a convex function of N at fixed , , so if the statespaceis one-dimensional(and /�O�F�, H 8QPRTS ,
which will alwaysbethecasewithin thebasinof attraction)theequationUVF4, I N H RXW will have
only two solutionsfor N R N�F�, H . Oneof theseis N=Y S , which is unphysical.This solutionis
unphysicalbecauseif N RZS

[, R]\ U\ N R /%O^F�, H A�BED$F%N�_"O^F�, H6H 8/%ACBEDGF%N�_"O^F�, H6H 8 R /�O�F�, H 8 (10)

andthe N�Y S trajectorysimply follows themeandrift, which pointstoward theattractorrather
thanaway. The MPEPmustbe a classicaltrajectoryemanatingfrom the attractor, so in a one-
dimensionalsystemit is uniquelycharacterizedby the conditionthat N R N`F4, H be the nonzero
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solutionof acb�d�e�fhg�i)j . Actually therearetwo suchtrajectories,oneemanatingto eithersideof
theattractor;thetrueMPEPwill betheonewith lesseraction.

In generalto computek$l , even in higher-dimensionalmodelsoneneedsonly the MPEPand
the momentumasa functionof positionalongit. This is becausethe actionof any zero-energy
classicaltrajectorymaybewrittenasa line integralof themomentum,sothat

k$lmion�f`b4dGghprq�d (11)

the integral beingtaken alongthe MPEPfrom the attractorto the boundaryof the region. But
only in one-dimensionalmodelsis (11)easyto apply. In q -dimensionalmodelsmerelyfindingthe
MPEPrequiresan optimizationover the bsqut)vrg -dimensionalfamily of zero-energy trajectories
extendingto the boundary. Exceptin modelswith symmetry, this optimizationmustusuallybe
performednumerically.

4.1 The ALOHAnet Application

In the ALOHAnet model,the expecteddrift w%x�b4yzg|{ asa function of normalizednetwork state y
is givenby (2). But to studylargefluctuations,andcomputetheMPEP, oneneedstheWentzell-
Freidlin Hamiltonian }�~��^ws�C�E�Gb��
x�b�yzg6g|{ . In the large-� limit the randomvariables��� and ��l ,
in termsof which x is expressedby (1), becomerespectively a Poissonrandomvariablewith
parameter�r�2y anda Poissonrandomvariablewith parameter��l�b�v�t�yzg . A bit of computation
yields

aVb�y$es��g�io}�~������"�s�6� �2���C� ���4� �^�s�^� ��l b¡v¢tQyzg6� � �%� � �¡£ � b�v¤tV��¥ g � �r�¡y�� � �s� � �¡£ � bs� � ¥¢t¦vrg2§ (12)

astheHamiltonian.
If theparameters�!l and � � areknown, it is easyto computethemomentum�¨i©�Gb4yzg alongthe

MPEP, by numericallysolving for thenonzerosolutionof the implicit equationaVb4y$eª�Gb4yzg|g«i¬j .
But theMPEP, andhencek$l , will dependon thechoiceof basinof attractor. With theparameter
values ��l­iTj
®°¯²± and � �ui´³E®µj of Fig. 1, the two attractorsy�l­¶·j
®¸vr³�j and y¹�u¶·j
®»º²¼�½ have
respectivebasinsof attraction¾°jEe|y�¿�g and b4y�¿Àe"v�Á , with y�¿�¶=jE®�Â�¼Ãº theintermediaterepellor. MPEPs
extendfrom y�l to y�¿ , andfrom y¹� to y�¿ . Numericalintegrationof �Gb4yzg gives

k$l ¾Äy�l`ÅÆy�¿9ÁÇ¶ j
®»j�j
v�¼�¼ (13)k$l ¾Äy¹�'ÅÆy�¿9ÁÇ¶ j
®»j
v"¯ (14)

asthegrowth ratesof theexpectedtransitiontimes.
Weseethatfor thestochasticallymodelledALOHAnet, in thelarge-� limit areduceddescrip-

tion is appropriate.Asymptotically, it becomesa two-stateprocess. The network is either in a
low-congestionstate(thebasinof attractionof y�l ) or a high-congestionstate(thebasinof attrac-
tion of y¹� ), andthetransitionratesbetweenthem(thereciprocalsof theexpectedtransitiontimes)
displayexponentialfalloffs

���
�Èb¡tÉ�Êk$l�¾ y�lmÅËy�¿9ÁÌgÍe �C�E�Èb�tÎ�­k$lÃ¾ y¹�ÏÅËy�¿9Á4g (15)

respectively. With theabovechoiceof parameters,for reasonable-sized� thelattertransitionrate
is muchsmallerthan the former. The network, oncecongestionhasinterferedwith the proper
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performanceof thebackoff algorithm,gets‘stuck’ for potentiallya longtime. This is clearlynota
goodchoiceof network parameters!

In a real-world Ð -computerALOHAnet implementation,Ñ�Ò would bethe total network load,
andwould be determinedby the level of interprocessorcomputingtaking placeon the network.
Thebackoff parameterÑrÓÉÔÇÐÖÕÍÓ however would probablybefixed,with ÕÍÓ hardcodedin a data
communicationschip installedin eachcomputer. So the Wentzell-Freidlinapproachcould be
employed to determinethe likelihood,asa function of network load, of irreversible(or all but
irreversible)congestionoccurring.

Of coursethe bistability of the systemis itself a function of Ñ!Ò and ÑrÓ . As noted,for many
valuesof the parametersthe network is monostable:thereis only a singleattractor, which may
becharacterizedby a comparatively low level of congestion.For sucha network onecouldcom-
puteanaction ×$Ò for any specifiedmaximumtolerablecongestionlevel. Theassociatedoptimal
(i.e., mostprobable)approachpathwould be computedmuchas the MPEPis computedin the
bistablecase.

4.2 A Colliding Stacks Application

Therehave beenseveralapplicationsof largedeviation theoryto the stochasticmodellingof dy-
namicdatastructures[10, 11, 12]. Thememoryusageof a programor programsbeingexecuted
by acomputercanbemodelledasadiscrete-timejumpprocess.In many casesthisprocessmaybe
viewedasafinite-dimensionaldynamicalsystem,subjectto smallstochasticperturbations.Of in-
terestis the amountof time expectedto elapsebeforea particularlylarge fluctuationaway from
a deterministicpoint attractoroccurs.This would correspond,in real-world terms,to anatypical
stringof memoryallocationsleadingto anexhaustionof memory.

Thefollowing two-dimensional‘colliding stacks’modelwasfirst studiedby Flajolet[3], hav-
ing beenfirst suggestedby Knuth. Supposethat Ð cells of memory, arrangedin a linear array,
areavailablefor useby two programs.Supposethatat any giventime, theprogramswill requireØ^Ù ÓsÚ and Ø^Ù�Û Ú cellsof memoryrespectively. It will bemostefficient for themto employ respectively
thefirst Ø Ù ÓsÚ andthelast Ø Ù�Û Ú cellsof thearray, soasto avoid contentionfor memory. It is necessary
that Ø^Ù ÓsÚ�Ü Ø�ÙµÛ Ú¤Ý Ð ; if this inequalitybecomesanequality, the two-programsystemrunsout of
memory.

A naturalmodel for the evolution of Ø Ù ÓsÚ and Ø ÙµÛ Ú is as follows. At any integer time ÞßÔà�á�âãáÀä
á"å"å�å
, therearefour possibilities: Ø Ù ÓsÚ may increaseby

à
, Ø Ù ÓsÚ may decreaseby

à
, Ø ÙµÛ Ú may

increaseby
à
, and Ø ÙµÛ Ú maydecreaseby

à
. TheseareassignedprobabilitiesÕ�æ â , ç à«è Õ�é6æ â , Õ�æ â ,ç à¢è Õ�é6æ â , for Õ theprobabilityof a netincreasein memoryusage.Let ustake ê�ëcÕìë ÓÛ , sothat

deallocationsof memoryaremorelikely thannew allocations.(Note that if Ø^Ù ÓsÚ Ôíê or Ø^Ù�Û Ú Ôíê
theassignedprobabilitiesmustdiffer, sinceneitherØ Ù ÓsÚ nor Ø Ù�Û Ú cangonegative.)

Justasin theALOHAnet model,it is naturalto scalebothtime andandthestatespaceasthe
amountof memoryÐ tendsto infinity. However, weshallnotneedto scalethemodelparameterÕ .
Let îíÔ ç�ï¹Ó á ï Û éÊÔ ç Ø^Ù ÓsÚ á Ø^ÙµÛ Ú é6æ�Ð be the normalizedstateof the two-programsystem,and letð Ô�Þãæ�Ð benormalizedtime. î jumpsat

ð Ô à æ�Ð áÀâ æ�Ð á�ä æ�Ð á�å"å"å by anamountÐòñ Ó¡ó , whereó is
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a randomvariablewith discretedensity

ô�õ�öÈ÷oø�ùú÷ ûüüüý üüüþ
ÿ������ if

ø ÷��	� ��

� ;ÿ������ if
ø ÷�� 
�� � � ;����� ÿ�������� if
ø ÷��	��� ��

� ;����� ÿ�������� if
ø ÷�� 
�� ��� � .

(16)

As defined,thedensityof
ö

is essentiallyindependentof � . It is usefulto relax this assumption,
soasto permitmorerealisticstochasticmodellingof dynamicdatastructures.

ô�õ"ö�� � � ÷oø�ù«÷ ûüüüý üüüþ
ÿ ����� ������� if

ø ÷���� ��

� ;ÿ ��� � ������� if
ø ÷�� 
�� � � ;�	�!� ÿ �"��� �#������� if
ø ÷������ ��

� ;�	�!� ÿ �"� � �#������� if
ø ÷�� 
�� ��� � (17)

is anaturalgeneralization.Hereÿ �"� � (assumedto takevaluesbetween
 and
�� exclusive)specifies

theprobabilityof anincreasein memoryusageby eitherprogram,asa functionof thefractionof
availablememorywhich thatprogramis currentlyusing. We now write

ö
as
ö�� � � , to indicatethe

dependenceof its densityon � .
The normalizedstate� is confinedto the right trianglewith vertices

� 
���

� , �	� ��

� and
� 
�� � � .

Theexpecteddrift $ ö � � ��% ÷&� ÿ �"��� � � �� �ªÿ �"� � � � �� � (18)

may be viewed as a deterministicdynamicalsystemon this two-dimensionalnormalizedstate
space.Clearly, thevertex

� 
���

� is theglobalattractor. In this modelthetwo programstendon the
averagenot to usemuchmemory.

Sincethereis only a singleattractor, thequantityof interestis theexpectedtime which must
elapsebeforeafluctuationof specifiedmagnitudeoccurs.Fluctuationswhichtakethesystemstate
to thehypotenuseof thetriangle(where

���
'(� ��÷��
, or ) * �,+ ' ) * �	+ ÷.-

) arefatal: they correspond
to memoryexhaustion.Therateatwhich they occurcanbeestimatedin thelarge-

-
limit.

This is a two-dimensionalsystem,sotheoptimal(least-action)trajectoriesarenot determined
uniquelyby thezero-energy constraint.Howeverwestill have$"/10"2#3 4 %6587:9�; �,-=<?> �:� -A@ B

(19)

with
<?>

the actionof the least-actiontrajectorywhich exits the trianglethroughthe hypotenuse.
Theactionis computedfrom theLagrangiandualto theWentzell-FreidlinHamiltonianCD� � ��EF� ÷ GIH�J $ 7K9�; � EML ö�� � �#��% (20)÷ �NGIH�J � 'OGIH�J
õQPRH�S�T ÿVU �.WX��� �Cÿ �"� �1Y S�Z\[VT ÿVU']PRH�S�T ÿV^ �.W_��� ��ÿ � ) �	Y S#ZI[VT ÿV^ ù �
which follows from (17).

Thezero-energy trajectoriesdeterminedby (20) arestudiedat lengthin Ref. [11], whereit is
shown thattheMPEPdependsstronglyonthebehavior of thefunctionÿ �"� � . (SeeFig.3.) If ÿ �"� � is
astrictly decreasingfunction,sothatthemodelis ‘increasinglycontractive,’ with largeexcursions
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(0,1)

T1

T3

T2

T2’

(0,0) (1,0)

(1/2,1/2)

Figure3: The triangularnormalizedstatespaceof the colliding stacksmodel. TrajectoryT1 is
the mostprobableexit pathwhenthe function `?a"bdc is strictly decreasing,but if `ea"bdc is strictly
increasingthenT2 andT2f arebothMPEPs.TrajectoryT3 is oneof theuncountablymany MPEPs
whicharisewheǹea"bdc is independentof b .

away from theattractorstronglysuppressed,thentheMPEPturnsout to bedirectedalongtheline
segmentfrom ahg�i�g
c to akjl i�jl c . Its actionis

m?nporq6s j,t luKv nxw�y�z�{}| jR~_����� `?a"bdc	���
b?� (21)

If ontheotherhand̀ea"bdc is astrictly increasingfunction,sothatthemodelis decreasinglycontrac-
tive, with large excursionslessstronglysuppressed,thenthereis a twofold degeneracy. MPEPs
aredirectedoutwardfrom a,g�i�g
c to thetwo otherverticesof thetriangle,and

m?npo � s juKv n�w�y�zV{d| jR~X����� `ea�bdc	�Q��b (22)

is their commonaction.
So when `ea�bdc is strictly increasing,thereis a ‘hot spot’ on the hypotenuseof the triangle

at a jl i jl c . Whenthetwo-programsystemrunsout of memory, as ��� � it is increasinglylikely
that eachprogramwill be usingapproximately��� � memorycells. If on the otherhand `ea"bdc is
strictly decreasing,thereare hotspotsat the vertices ahg�i � c and a � i�g
c . Exhaustionincreasingly
tendsto occurwhenoneor theotherprogramis usingall, or nearlyall, of the � memorycells.
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If �?�"�d� is neitherstrictly increasingnor strictly decreasing,the large-� asymptoticsmay be-
comemorecomplicated.The mosteasily treatedcaseis that of �e�"�d����� , a constant,i.e., the
modelof (16). In this modelan infinite degeneracy occurs: any trajectorywhich movessome
distance(possiblyzero)from �h�����
� toward �,���k��� or �������
� , andthenmovesinto theinterior of the
triangleat a ����� angleuntil it reachesthe hypotenuse,is a least-actiontrajectory. Large fluctu-
ationsaway from the attractormay proceedalongany of this uncountablesetof MPEPs. As a
consequencethereis no hotspot: in the large-� limit, the exit locationis uniformly distributed
over the hypotenuse.Flajolet [3] first discoveredthis phenomenoncombinatorially, but it hasa
naturalclassical-mechanicalinterpretation.It is however a bit counterintuitive: it saysthatwhen
memoryis exhausted,the fractionsallocatedto eachprogramareaslikely to be small as large.
This is a verysensitivephenomenon.

5 Conclusions

WehaveseenthattheWentzell-Freidlinresultsonscaledjumpprocessesthrow considerablelight
on the fluctuationsof stochasticallyperturbeddynamicalsystems,in the weak-noiselimit. The
appearanceof aclassicalHamiltonianandLagrangian,evenif theunperturbeddynamicalsystemis
in nosenseHamiltonian,is quitestriking. Sois thecentralimportanceof zero-energy trajectories.

In this lectureI have focusedon jump processessincethey arethemostrelevantto computer
scienceapplications.(Computingis inherentlydiscrete.)But they alsooccurin chemicalphysics:
thereis alwaysan integernumberof moleculesin any givenregion of space.Attemptsarenow
beingmadeto interpretthestochasticaspectsof chemicalreactionsin termsof optimal trajecto-
ries[21]. This is very reminiscentof our focusonmostprobableexit paths(MPEPs).

Thereis alsoalargedeviationtheoryof continuous-timeprocesses[4, 26],suchasthediffusion
processesspecifiedby thestochasticdifferentialequation(4). Associatedto eachsuchprocessis
a Fokker-Planckequation(a parabolicpartial differential equation)describingthe diffusion of
probability. Thezero-energy classicaltrajectoriesof continuous-timelargedeviationtheorycanbe
viewedasthecharacteristicsof this differentialequation.Normally oneexpectsonly hyperbolic
equationsto havecharacteristics,but thesecharacteristicsareemergent: they manifestthemselves
only in theweak-noiselimit.

A largedeviationtheoryof spatiallyextendedsystemswouldbeaninterestingextension,but is
still underdevelopment.Suchsystemsincludestochasticpartialdifferentialequationsandstochas-
tic cellular automata.In suchsystemsa MPEPwould be a trajectoryin the systemstatespace,
describinga mostprobablespatiallyextendedfluctuationleadingfrom onemetastablestateto an-
other. Much work hasbeendoneon this by statisticalmechaniciansandfield theorists(who call
suchfluctuations‘instantons’[22]), but thetheoryis lesscompletethanthetheoryI havesketched
in this lecture.Thetheoryof extendedfluctuationshasin particularnotbeenappliedto distributed
computersystems.Thereis clearlymuchleft to bedone!
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