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ci phert ext
opkj cpcsr gt khespzxxsj mui ni ei ovvryaaqaei cj n-

yst xnembyzrvvvj opwxzi ngj i bxzj dm fsxni z-
vjiqgidfzzym xyeiljiqi df zzzaspwxcbni hesp-
ZXXSj mui nbni j i ehj zut svr xdvmvmaki hauj har -
vzvgqgsgf ghwt rogvsabni j ycr zzgf wpzxt xuxsr -
kmvt xngor xopkxwgvsaxaf znt eoqur or uxcm cp-
11 1) bkwwy yzqt avnt | opkzi pei m hnenkcvxvi -
ovvhnw xkei i gmxwwsewzknr i exdnoi r mwoi We -
rhl zwdvl sf gr xdwt ngt i i nnt xshf r gggwow ghi -
xcqgsdt gnei ri kedt yefirzvqreppvj mwsxvij sp-
Zzi i wrunxi zi rmexcenkrrrfxzxri owrj bkxveki -
gnt nt xyi hnel chfj vbzeqgoyenvuxpi vr pbopwdy -
hj zgr sbgpj gzwgvzt oqyr cxt ynekr hppadl kpne -
medt gf zi f ropknbxvvi nzedski i boezzl pi nxep-
ncnognegf vi i gj i1 bxzj dnm ydhr xzazswxvqgni vt -
sei m oor dvvzdwawwj yzauj qcsi mvuxsw vzt o-
whi um j uprrvadvl sf qr xdwt gcr kedvkhw kl zc -
vhoxvadt r edt vengt mhecnxqfi r gf pj zkhhi oxr -
pkvsegt ggi eppvxcneeppvpdazwogm i csfsvzr -
mj avnt | xwxvswgsi | yxcxyi xwsqgcr mnygvkvof z -
pdboi geehzf vsgyi i nkbi znj xvkugdnteoqur cj -
j Xvvj efhzdzlteaijjjzbyzrvvvjopwxzinithc-
Xyi ngt j cvdeoqur gi t yngzcsbgsncxi g

Use t he coi nc functionsuppliedw ththebooktoconpute
Fri edman’ sindex of coi nci dencefor several shiftsof theciphertext:

Do[Print[i, " ",
coi nc[ci phertext, 1]], {i, 25}]
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5 34

6 33

7 21

8 57

9 27

10 41
11 32
12 47
13 24
14 41
15 33
16 66
17 29
18 38
19 34
20 47
21 37
22 52
23 38
24 52
25 42

Shiftsthat areanultipleof 8have hi gher i ndi ces sowe guess thatthekey
lengthis8. Nowlookat asliceof thetext, takingevery8thcharacter :

ctl = choose[ci phertext, 8, 1]

orznyj nvndzzi zcznj dhzhazt voaocj zonvnqvdi dd-
nghgdvnpxczj ghvnpj j onddoi i i oi dzni dznzi d-
ddzdnxj r gcdi nxi xgdznvovzj vhnonm

Look at t he frequenci es of thisslice. They shoul dresenbl e nornal Engli shfrequencies:
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frequency[ct 1]

({a, 2}, {b, 0}, {c, 4}, (d, 16},
(e, 0}, {f, 0}, {g, 4}, {h, 4},
(i, 10}, (i, 8}, {k, 0}, {I, 0},
(m 93}, (n, 10}, {o, 9}, {p, 2},
(a, 2}, {r, 2}, {s, 0}, {t, 1}, {u, 0},
(v, 93, (w, 0}, {x, 4}, {y, 1}, {z, 15}}

The nost cormmon characters by far aredandz; if oneof theseise,
thenthekeyiszorv. zisunlikelybecauseif it werethekey,
theny woul d be very conmoni nthe pl ai nt ext,

whichisunlikely. Soweguessthefirst letter of thekeyisv.

We can al sousethe dot products of t he observedfrequenci es
of theslicew thshiftsof thefrequencyvector for normal English:

corr [vi gvec[ci phertext, 8, 1]]

{0. 0352232, 0. 0352589, 0.0344554, 0. 0375268,
0. 0353304, 0.0376786, 0.0410893, 0. 0367054,
0. 0433125, 0. 0392589, 0.0449554, 0. 037125,
0. 0383571, 0.0306071, 0.0349554, 0.0388482,
0. 0353929, 0.0413304, 0. 0330893,

0. 0309375, 0.0373214, 0. 0702054,

0. 0397768, 0.0283661, 0.0288929, 0. 055}
Max [ %

0. 0702054

The bi ggest dot product occurs for ashift of 21,
whi chagai nsaysthefirst letter of thekeyisv.

Defineafunctiontodothisautomatically:

key[l _] L=
Position[corr [vigvec|[ci phertext, 8, 1]],
Max [corr [vi gvec[ci phertext, 8, 1]1]1]1]1 -1

Anduseit tofindthefull key:
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Do[Print [key[i]], {i, 8}]

{{21}}
{{8}}
{{6}}
{{4}}
{{14}}
{{4}}
{{17}}
({41}

The key i s "vigenere" andtheplaintextis:

In| 104]: =
vi genere[ci phertext, -{21, 8, 6, 4, 14, 4, 17, 4}]

Qut| 104| =

t hef ol | owi ngt abl epr ovi desayear endsummar yof sof t war evul nerabi | i ti esi dentifi edbet weendec-
enber si xt handdecenbert wel ft ht het abl epr ovi dest hevendor oper ati ngsyst ensof t war enaneco-.
monnaneof t hevul nerabi l i typotential ri skattheti meof publ i cati onandt hecyber not esi ssue-
i nwhi cht hevul nerabi | i t yappear edsof t war ever si onsar ei denti fi edi f knownt hi si nf ormati on-
i spresent edonl yasasunmar yconpl et edet ai | sar eavai | abl ef r ont hesour cei ndi cat edi nt heend-
not epl easenot et hat eveni ft henet hodof at t ackhasnot beenuti | i zedor anexpl oi tscri ptisnotc:-
urrent| ywi del yavai | abl eont hei nt er net apot enti al vul nerabi | i t yhasbeeni denti fi edupdat e
st oi t emsappeari ngi nprevi ousi ssuesof cyber not esar el i st edi nbol dnewi nf or mat i oncont ai ne-
di nt heupdat ewi | | appeari ni tal i ci zedcol or edt ext wher eappl i cabl et het abl el i st sacvenunbe-
ri nredwhi chcorrespondst ot heconmonvul nerabi | i ti esandexposur escvel i staconpil ationofs-
t andar di zednamesf or vul nerabi | i ti esandot heri nf or mati onsecurityexposures



